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Notes Before We Start
And a disclaimer…

• Views and opinions expressed will be that of my own and do not necessarily 
represent those of the UEA or other institutes I am affiliated with. 

• When discussing the current UEA process a number of colleagues were involved 
with implementing this system: (from Research and Innovation Services; the 
Information Compliance team; IT Services; and academic staff from across 
the university). 

• One colleague in particular needs recognition for all her work and support here – 
Dr Helen Brownlee (UEA’s Research Integrity Manager).  

• Note – there will be overlap between the three core questions!



(1) The potential ethical and legal 
considerations for using Gen-AI 
tools within a research project 



The ‘Black Box’
What’s going on inside it?

• Can we check what is going on inside the tool? 

• What is the algorithm? What is it doing? 

• Are there any inherent biases within the tool? 

• Inaccurate data out sometimes, as though correct (hallucinations). 

• Do we know what data it was trained on? 

• Data security. How is it protected? 

• Where will the data be stored? (who has access to this?)



Data Input and Output
Feed the machine

• What data will be inputted? 

• Will the inputted data be used to train the tool? 

• What will it be used for or how will it be used in the future? 

• How long will the data be kept in the tool? 

• Can you remove the data? (What if a participant requests the data to be 
removed?) 

• Data linkage considerations. 

• What is the quality of the data outputted (re accuracy, representative, what has it 
used).



Intellectual Property  
Who owns the inputs, outputs and everything in between!

• Intellectual property rights cover various areas e.g. copyright, patents, design rights, 
and trademarks. 

• Starting question: Who owns the material you input? 

• Do you have permission to input the information from the right’s holder? 

• But, the ‘research exemption’!  Yes, but that does not necessarily mean we can 
input into the tool. 

• What about participant produced materials, can these be inputted? 

• Who owns the information in the tool itself? 

• Who owns the information that is outputted? (You, original holder, participant, the 
tool?) Did the tool add to this? 

• Consider the risks here (re ownership, reuse, loss of novelty etc). 

• Ideas / patentable materials – avoid inputting this into the Gen-AI tool. 



Inputting Personal Data 
Given the above how could we make it more risky?

• This makes matters more tricky. 

• Compliance with the Data Protection Principles: 

1. Lawfulness, fairness and transparency.  

2. Purpose limitation. 

3. Data minimisation. 

4. Accuracy.  

5. Storage limitation. 

6. Integrity and confidentiality (security). 

7. Accountability.  

• Data protection by design and default. 

• Who is the controller / processor here? 

• A DPIA will be required by law if personal data will be inputted which is likely to result in a high risk to the rights and freedoms of individual data subjects.



Should I?
The Computer says ‘NO’!

• A reflection on whether you can comply with data 
protection requirements. 

• Honestly, in many cases this will likely be a no. 

• But the participant consented! 

• Can you anonymise the information first? 

• Confidential data?  

• Business risks – university position. 

• Professional risks (re your research).



Can we use it?
Given all of the above considerations / questions / concerns 

• Absolutely you can.  

• But the question is should you? 

• The key starting question: “Is its use appropriate, useful, and needed for the project? Does it 
add something?”  

• If you do wish to use it, reflect on the previously discussed potential ethical and legal issues.  

• These are not insurmountable considerations.  

• But they must be reflected on to ensure it is fair to participants and so that the research meets 
good ethical standards and practices (and legal requirements).



(2) What researchers need to 
consider when using Gen-AI tools in 

their research (to ensure good 
practice)



So what Should I as a Researcher do?
How to do it… part 1 

• What information is available on the tool: 

• Privacy policy. 

• Terms and conditions. 

• What do you know of the algorithm?     

• Consider the potential risks. 

• Consider the potential data linkages.



So what Should I as a Researcher do?
How to do it… part 2 

• Opt-out of training the Gen-AI tool (where possible). 

• Keep the data in the UK / EU (where possible). 

• Avoid inputting personal data or confidential data. If you wish to do this ensure to speak to 
the the Information Compliance Team (before you start). 

• If you are planning to input secondary data – that belongs to another – in the tool, ensure to 
check the permissions (remember just because data is available online, it does not mean we 
can do what we want with it or that there is no copyright).



Transparency and Consent
Being clear with participants and in publications 

• Need to clearly inform participants of the Gen-AI’s use in the project. 

• How, what it will involve, specifics of the tool. (Enough information required to give informed consent). 

• Let them know of the possible risks. 

• Consider future reuse in tool. 

• Can they still take part but opt-out of the Gen-AI usage part? 

• Then let them decide to use the tool. 

• Can you adequately protect the rights of vulnerable groups and children? 

• Can previously or future collected data be input into the Gen-AI tool (did the participant’s give consent for this)? 

• Attribute work – need to capture details of the Gen-AI tool used to be able to evidence the contribution of the tool in work. 

• Accountable – the researcher has to take full responsibility for the use of the Gen-AI tool in their research.



Participant Information Sheet (PIS)
What should be included in the PIS to inform participants…

• Need to include the Gen-AI usage in 
the project on the PIS. 

• Where, what, how will depend on its 
proposed usage.   

• At the UEA (as this is a specialist area), 
we sought to create a template that 
can be adapted by researchers. 









PIS – Consent Form Section



(3) How a university or institute can 
operationalise an effective procedure 

and process to support the ethical and 
legal use of these tools in research 



Interested Parties
Working together…

• Need to bring the interested parties together: 

• Research Support; 

• Information Compliance;  

• IT Services; 

• Data Management Services; 

• Ethics Committee; and, 

• Researchers. 



UEA Gen-AI Policy

Policy

• https://www.uea.ac.uk/
documents/20142/1553813/
uea_generative_ai_policy_for
_research_and_innovation_-
_20_03_24.pdf/
8ddb7e71-9cd4-
b689-5e0f-3fa36a155b76?
t=1711376037035.  

UEA Gen-AI Research 
Guidance Note

https://www.uea.ac.uk/documents/20142/1553813/uea_generative_ai_policy_for_research_and_innovation_-_20_03_24.pdf/8ddb7e71-9cd4-b689-5e0f-3fa36a155b76?t=1711376037035
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The UEA Process
Let’s look at how we have enshrined this into the Ethics Process at the UEA

The UEA Position 

• Embrace  

• Nothing to be gained from not using Gen-AI. Instead, UEA is embracing. 

• Best Practice 

• Cannot realistically remove every risk, but researchers need to assess the risks and implement measures to sufficiently 
mitigate against them.  

• The Policy outlines technical and organisational measures to seek to do this. 

• Support 

• The Policy is not to restrict research or academic collaboration, but to assist researchers in exercising caution when planning 
to involve a gen-AI tool, and to signpost researchers to further advice and information.



A Centrally Approved Tool?
Not yet, but something we may have eventually

• Currently, the UEA does not have a centrally approved Gen-AI tool.  

• Nor is the UEA expecting to have one in the short to mid-term. 

• Even if we did, the technology is moving fast and therefore this makes it challenging. 

• And, would the tool do what everyone wants it too? 

• But, personal data? 

• So, the key question to start with is: ”How will the Gen-AI tool be used in the research project?” 

• Then, “How can you do this ethically, legally and transparently?”





• Ticking yes on this option then leads to 
other options being opened up later in the 
ethics application process.

Embedding within the 
Application Process 
Ethics Monitor 







The UEA Process
I want to know more! 

• Lays out the steps of our 
journey. 

• A blueprint? 

• Accessible at: https://
www.timeshighereducation.co
m/campus/developing-genai-
policy-research-and-
innovation.  

• Published yesterday!
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Questions / Comments / 
Observations?

Thank you for listening!   

s.summers@uea.ac.uk. 
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